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Attacker sets up a web page

supersecuritytools.to,

including an inline image
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Easy, succeeds instantly:

Sniff the network.
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all available CPU time,
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— Many ways for attacker
to continue his attack:
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— Many ways for attacker
to continue his attack:

1. He attacks another cache.

2. He attacks another name on
the same cache.

3. He attacks the same name on
the same cache, sideways.

With any of these approaches,
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increases linearly over time.

Sideways attacks were popularized
in 2008 by Dan Kaminsky.

Attacker pokes the client to
trigger a DNS lookup for
3675309.1sec.be.

Attacker forges response for
8675309 .1sec.be
with extra information about

WWw.lsec.Dbe.

For various performance reasons,
DNS caches are willing
to accept the extra information.
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Attacker pokes the client to
trigger a DNS lookup for
3675309.1sec.be.

Attacker forges response for
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Sideways attacks were popularized
in 2008 by Dan Kaminsky.

Attacker pokes the client to
trigger a DNS lookup for
3675309.1sec.be.

Attacker forges response for
8675309 .1sec.be
with extra information about

WWw.lsec.Dbe.

For various performance reasons,
DNS caches are willing
to accept the extra information.

Interlude: types of security

Confidentiality: The attacker
cannot see this information.

Integrity: The attacker cannot
silently modity this information.
User doesn't see wrong data.

Availability: The attacker
cannot modify this information.
User sees the right data.
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cannot see this information.
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silently modity this information.

User doesn't see wrong data.
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Attacker flooding a network
Is compromising availability.
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Attacker successfully forging
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Attacker stealing emai

is compromising confidentiality:
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Attacker flooding a network
Is compromising availability.
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Attacker successfully forging
DNS packets of 1sec.be
IS compromising integrity.

Attacker stealing emai

is compromising confidentiality:

attacker sees the emalil.
Also compromising availability:

user doesn't see the email.

Lack of availability often
helps compromise integrity:
e.g., flooding a server

can assist in DNS forgeries.

Lack of confidentiality often
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Lack of integrity often
helps compromise confidentiality:
e.g., forging DNS packets
allows redirecting mail.

etc.
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can assist in DNS forgeries.

Lack of confidentiality often
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Lack of availability often
helps compromise integrity:
e.g., flooding a server

can assist in DNS forgeries.

Lack of confidentiality often
helps compromise integrity:
e.g., sniffing DNS queries
makes forgeries trivial.

Lack of integrity often

helps compromise confidentiality:

e.g., forging DNS packets
allows redirecting mail.

etc.

PGP-encrypting your email
can provide confidentiality.
Attacker who steals emall
still won't understand it.

Also integrity.
Attacker can't modify email.

But it won't provide availability.
The emall silently disappeared!

Retroactively checking integrity
doesn't restore availability.
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PGP-encrypting your email
can provide confidentiality.
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